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1
Decision/action requested

At the last meeting, bidding down protection of NR security algorithms was added to the LTE security specification. This contribution shows how this proposal is not enough on its own to deal with possible new LTE algorithms. Hence it is proposed that SA3 consider expanding the method so that LTE algorithms can be added with further need to add to the bidding down procedures.
2
References

None
3
Rationale

During the EDCE5 work, a method of providing bidding down protection of the NR algorithms was added to the LTE NAS signalling. This involved adding a new extensible IE to the Attach and TAU Requests and having MME understand that IE to echo it back in the NAS SMC procedure to the UE. On its own, this prevents an attacker from biding down the NR algorithms for EDCE5 to less than the LTE supported one and in combination with the hashing method prevents any bidding down of the algorithms. However, the method is not enough to prevent a bidding down attack on any new NAS layer LTE algorithms that may be added, even if these are included in the new extensible IE. This is illustrated in the following figure. The scenario represented in the figure is the following 

· both the UE and MME support LTE algorithms 1-10

· algorithms 1-7 are signalled in the existing IE 

· algorithms 8-10 are signalled in the new IE

· algorithm 9 would be the preferred algorithm in this case.
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If the attacker removes the new IE, the MME does not think that the UE supports algorithms 8-10 and selects algorithm 7. The UE does not pick up the bidding down attacks as the MME cannot include the new IE. If both the UE and MME support the hashing method, then the bid down will be picked up at step 7, but by then the UE has already accepted the NAS security mode command. This is a failure of the bidding down protection. A final observation is that of course if the MME does not understand the new IE, then the absence of it is not a bidding down attack as it could not use the algorithms 8-10.

The bidding procedure can be simply rectified by the following:

· The UE always sets EEA7 to 1 when and only when it includes the new security IE

· This has the consequence that EEA7 does not indicate support of an algorithm 

· An MME that supports the new IE either

· picks up a bidding down if the attacker removed it; or

· when it detects the new IE is not there but EEA7 is set to 1, it sends an all zero value of the new IE back to the UE of the wrong length. 

· The UE will detect that this has been tampered with as it has never sent such a value.

The advantage of the latter MME behaviour is that it does not introduce any new error cases, while the first proposal would require a new error case. 

Enhancing the bidding down protection now would also mean that the above attack would not be missed if it is done much later.
4
Detailed proposal

It is proposed that SA3 discuss the above contribution and provide feedback so possible CR can be drafted.
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